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All the places your data may go. 

1997  Today 

Sweeney, L.  “The Data Map.” Data Privacy Lab.  Harvard, University:  http://thedatamap.org 
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Why does trust matter? 
Foundational in health care where expert-non-expert relationship is the norm 
Power to simplify systems  reduce need for audit, bureaucracy 
Breaches of trust can: 

Be inconsequential 
Harm reputations (HeLa)  
Lead to legal action  (Texas, Minnesota) 
Have spillover effects from one institution to another; system-wide implications 
Contribute to political death spirals  
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Data and sampling 

• Survey:  Questions based on a review of existing 
surveys of trust in health and health information 

• Survey instrument validated by expert review (n=3), 
pre-test (n=12), and MTurk pilot (n=496) 

• Survey fielded by the GfK Group; February 2014 

• Online; 119 items (~20 minutes) 

• Probability-based sampling, representative of the 
U.S. population 

• N=1,064; response rate = 51% 

 



Descriptive analysis 
 

Univariable 
regression on Y 
(system trust) 

Pearson’s Correlation  
 

Multivariable analysis (OLS) 
(All variables, weighted) 

Stepwise regression  
INCLUSION:  α = 0.05 /k-tests 

EXCLUSION: α = 0.10 

Analytical approach 



Beliefs about the policy environment 

Frequency 
(%Very or 
Fairly true) 

Relationship 
to system 
trust (b) 

Health researchers are sufficiently accountable for 

conducting ethical research  33.13% 0.90 

As a whole, the health system would be improved if it 

were monitored by a watchdog organization  32.03% 0.032 

I am confident in the standards for keeping personal 

health information confidential 28.78% 1.08 

As a whole, the health system is capable of self-
monitoring policies that regulate information sharing 26.35% 0.77 

Electronic health information is sufficiently protected 

by current law and regulation 25.35% 0.98 

Access to electronic health information is adequately 

regulated  24.33% 1.07 

Policy Index (Chronbach’s α= 0.82) Median: 

2.00 1.44 

Bold:  p<0.001 b= Regression coefficient 



Beliefs about personal autonomy 

Frequency 
(%Very or 
Fairly true) 

Relation
ship to 
system 
trust (b) 

It is difficult to learn about my health from my doctor* 10.88% 0.51 

I feel comfortable getting a second opinion when I am 

told something about my health  63.48% 0.47 

I could access my medical record if I wanted to  44.07% 0.40 

If wanted to withdraw from a research study, I would 

know how  23.83% 0.40 

The health care system is easy to use 22.70% 0.59 

It is easy to access my medical record online  22.27% 0.04 

If I wanted to know how my health information had been 

shared, I would be able to  17.13% 0.61 

Personal control index (Chronbach’s α = 0.68) 
Median: 

2.29 1.28 

Bold:  p<0.001; * (Reverse coded in index) 



 
Multivariable Stepwise Regression1  
Predictors of System Trust  
Model R2 = 0.57 b b* 

Trust in Health Care Providers Index 0.89 0.29 

Trust in Researchers  - in my state 0.44 0.29 

Trust in Researchers Index  0.06 (NS) 0.02 (NS) 

Favorable view of data sharing 0.79 0.27 

Expectation index:  Health information sharing will 

improve population health / quality of health care 0.44 0.18 

Policy index 0.51 0.16 

Knowledge -0.10 -0.10 

Identity theft  -0.47 -0.09 

Altruism index 0.29 0.09 

1Independent variables: Trustor characteristics, Trust in brokers, Policy Index, Autonomy Index  
b= regression coefficient; b* = standardized coefficient; p<.05, p <0.001 



KEY FINDINGS AND  
THEIR IMPLICATIONS 



1.  THE HEALTH CARE SYSTEM IS 
KINDA TRUSTED?? …MAYBE 

 More people trust the health system than not (>50%), but… 

 

 Skepticism about the adequacy of policies to protect health 
information is prevalent (~65-75%) 

 Belief in medical deception is high (~40% believe in some form of 
medical deception; 30% believe the government is hiding information 
about the safety of vaccines) 

 



Think globally… 

 

2. System trust is highly correlated with having an a positive 
view of data sharing and an expectation of benefit from 
increased data sharing 

3. System trust is also related to confidence in the policy 
environment to regulate data sharing practices 

 

 As the health system grows, it may be less about trust between 
patients and providers and increasingly mimic political systems 

 Which, if true, means that health system professionals (providers, 
public health practice, researchers) will need to be more politically 
savvy 



HIGH TRUST:  
Support  for investment 
to improve system 

Program provides 
unclear value or little 
personal benefit 

Belief in program’s 
inefficacy; deception 
 

LOW TRUST: 
Diminishing support 
for program 

Program becomes 
ineffective  
 

Political trust 
(Hetherington, 2002) 

Reduced investment 



… act locally 

 

3. Trust in health care providers and 
researchers “in my state” is strongly 
associated with system trust 

 

 Local relationships will continue to be 
critical in attaining and sustaining 
“active trust” in the health system. 

 Engage physicians, local researchers as 
brokers (are they ready for this role?  
Can the system “back them up”?) 

 Public relations:  Communicating the 
benefits of health information sharing 

 Public relations: Where are the “hand 
shakes”? 



TMI? 
4.  Knowledge inversely related to trust (except at the highest levels) 

Building trust is not simply about more or better information 

Policies that promote access to information are important – 
but not for trust. 
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Next steps for policy 
5. Having confidence in the policy environment has positive value 

for trust in the health system.   

 

Current policy domains for health information  

sharing:  

• Informed consent 

• De-identification 

• Privacy 

 

 Sum of policies does not add up to trust 

 Given importance of relational and personal dynamics, policy 
interventions may be better focused on establishing requirements 
for that account for variability in preferences and prevention of 
harm 



Next steps for research and practice 
• Longitudinal studies (to 

understand cause/ effect) 

• Quantitative methods 
– Non-linear models/ 

Interactions 

– Mathematical models 
• Inverse Metcalfe’s Law?  

– Value = f(# of connections)2 

• Qualitative methods 
– Public deliberation for 

problem identification; 
solution priorities 

• Bottom-up HTA 
– Integrate TA into practice to 

inform policy (at all levels): 
(Especially where there is no 
institutionalized TA/ HTA) 

• Leverage convening power 
of HTA  

– Pilot studies  

• Engage the disengaged 

– Skepticism as reflection 
of negative experience, 
harm rather than 
ignorance 
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